~ydynalrace

MIMpPOoBOM AMAEP B OOAQCTM APM

CAeried Oh Infreamtruiet 1 PpEplicatioamn ey
o= . W B e
// —b-?.l // 172 At s ‘ ( ‘-- _; : == =
3 -

g e, P
- e Lo T PP - m—
m e B e Y
— o I
P — poet — b —
- . . —— ,
v - - S v m o meemm o —




Troubleshooting Bce Buabl AHanUTUKN MpocTtaa UHTerpauuA
MOHUTOPUHI Nonb3oBaTenen BNAOTb OO BsanmocBA3aHHaA aHanuTuka ona OTtkpbITbin APl cobupaeT 1 oTnpasnAaeT
ID. MNownck owmnboK Ha ypoBHE Koaa. 6usHec n T penapTamaHeTa. OAHHbIE OT CMEXXHbIX CUCTEM
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HeupoceTb AeAaeT cuctemy HabAIoAOEMOM

Opensource-pelueHua:
Habop pas3nNUYHbIX CUCTEM

MpoMbIWAEHHOE peLueHne
Dynatrace: Bce-B-0fHOM

DATA

v

Henpocetb Dynatrace
MHTepnpeTauma NoToKa AaHHbIX
13 MHOXXECTBA UCTOYHMKOB:
On3Hec nokasarteneun, MeTpUK,
JIOroB, TPACCMPOBOK,
NMoNIb30BATE/IbCKOro OnbiTa

v v
CKBO3HOW MOHUTOPUHTF K BusHec-aHanu3
v v

MpepoTBpalLeHme owmnboK
(troubleshooting) n nomnck
aHoMarsmm, CoKpaLleHus
BPEeMsA NpOCTOA CUCTEMBI.

AHanuTtmka ahPeKTUBHOCTH

WUT penaptameHTa ona 6usHeca,
noBefeHnA nonb3oBaTenen

N MapKeTUHI nokasaTtesien.

TecTnpoBaHne HOBOro CHUKEeHVe nsnepxek

(PyHKLMOHANa NPUIOXKEHMA onepaLmMoHHON AeATeNbHOCTH



Opensource nAaatcoopma BRI eI VTV NC [ =N oI YT [AIS

CO6OpHbIN MEXaHU3M MNnarcdopma «Knrou-Actpom», BCe-B-O4HOM
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SeEN¥TE "
7 b 111 : 1 N 7 CETTED
CUCTEMHbIN AN s bV N Cucrtema KoMnnekcHbIu ABTOMaTUYECKOe
MOHUTOPUHT s B = | i norvpoBaHuA noaxoAa nony4vyeHue u
' 15 452 il aHanuTuka
AaHHbIX
CeTeBoM Rl BusHec- Cnuaxune UT ! » B ) «Kopo6oyHble»
MOHUTOPUHT ' ' ‘ MOHWUTOPWUHT n 6usHec Aawobopabl 1 OTHEThI
NHdpacTpyKTypHbIN
M ceTeBON MOHUTOPUHT
CobpaTb CCTEMY 13 Pa3HbIX GecrnaTHbIX/MNATHBIX Bei6paTk MpUHUMN «BCE B OAHOM», YTOBbI GbiCTPEE

VHCTPYMEHTOB 1 NOMyYaTh Paspo3HEHHYIO aHANNTUKY A RIS AR AL LS B SIS A SNy



MHOXeCTBO CUCTEM HabAloAQeMoCTb

MOHUTOPUHIQ CUCtTeMbl

DevSecOps n SRE

PyyHon aHanua gaHHbIX pasHbIMU AenapTameHTamy U cBefdeHve ABTOMATNYECKNIN aHaNN3 [aHHbIX N3 BCEX MCTOYHMKOB ANS YyyLleHNs
UX AN NOMCKa BbIBOAOB 1 OTBETOB NN CO30aHNSA HOBbIX BEPCUN 1 angenTos
Mouck 3agaHHbIX B MHMOPMAaLMOHHOW naHeny owmnbok CKBO3HOW MOHUTOPWHI AN1S NPefoTBPaLLeHN OWMOOK 1 MovcKa aHamanuin
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PesynbTtat HE rapaHTupoBaH Pe3ynbTat rapaHTupoBaH



Dynairace Aerko BHeApUTH

AreHT noapep)xuBaeT BCe COBpeMeHHble TeXHONoruu. [loctato4yHo
ero yCTaHOBUTb, YTOOblI aBTOMaTUYECKN pacno3HaTb BCe NPUITOXKEHUA.
OnAa HepgekoMNUAUpyeMbiX A3bIKOB ecTb SDK.
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AHQAU3 NPOBAEM: AATOPUTMBI
A€TEPMUHUPOBAHHOIO UCKYCCTBEHHOIO
MHTEAAEKTA U MALUMHHOTIO 06y4YeHus

EQvHbIN areHT aHanu3npyeT BeCb CTeK anﬂO)KEHVIﬁ

MpoBoauTCA aHaNU3 TPACCUPOBOK M MOJTHOTO NMyTU
NPOXOXXAEHWUA TPaH3aKLUUM ¢ AeTanusauuei Ha ypoBHe Koaa

AHanu3upylTcA B3aUMOCBA3U NO BCEM YPOBHAM TOMOJIONMU: OT AeACTBUM
nonb3oBaTesie, MeTpuK 6paysepa, 40 YPOBHA MNPOrpamMmmMHOro Koga u UHPacTpPyKTypbl

duKcupyloTca Bce aHOManum ¢ yKkasaHMeM KPUTUYHOCTU U KOPHEBOMN NPUYMHbI

Tak Bbl 6GbICTPO OOHAPYXUBAETE
NpPoOGAEeMbl U X NEPBONPUYMHDI



KTo BHYTpeHHuH 3akasy4mk Dynaitrace?

» O O © O €

BU3HEC

AHanus noseneHunsa
rnosib3oBaTenemn

KoHBepcuA
Bounce rate
SLA ¢ UT-cny>x6amu

O heKTNBHOCTb
3atpat Ha T

PA3PABOTKA

KoHTponb Npor3BoanTENbHOCTU

NpunoXxeHua 24/7

AHann3 npon3BoANTENBHOCTH
[0 YPOBHA KOAa NPUIOXKeEHNA

BeicTpana amarHoctmka
1 nokanusauma npobnem

OnepaTtmBHbI MOUCK OLUIMOOK
npuv TeCTUPOBaHN

Boamo)xHOCTb AMHaAMU4YecKu
BHOCUTb U3MEHEeHUA

AHanns KPI| ¢ BHelWHMmn
paspaboTunkamm

ClOo

KoHTponb SLA-
aKcnayaraumu,
pas3paboTku 1 T.n.

KayecTBoO cepBuca
13 OQHOro OKHa

[Mpo3payvyHocTb
cuUCcTEM

SKCIMJIYATALMA

CokpalueHune Bpemenn MTTR

MonHasa BManMoCTb
CUCTEMbI Ha BCEX YPOBHAX —
OT UHPaACTPYKTYpbI

[0 paboTbl MPUIOXKEHNA

Mony4eHne KOHKPETHbIX
pPEeKOMEeHOaLW Mo PeLLIEHIO
npobaem

B0o3MO>XHOCTb BbICTPOro
aHanunaa 10ros

TEXNOAAEPXKA

O6borauleHue Service Desk
NOJSIHBbIM 3HaHWEeM o nNpobneve

an/IBFl3Ka K KOHKPETHbIM
nosib3oBartesiam

ABTOMaTU3auUMA npoLecca
TEXNOOAEPXKKN U BOSMOXHOCTb
COKpaLLleHWA NepBou IMHUN 0,0
MUHMMYMa



LLeAb: aHAAM3UPOBATH LLUADPOBOMU MYTb KAMEHTO

- [lerpagauus BpemeHu OTKNvKa
Mpotnema P-220433529 oSHapy:keHa 8 12:17 - 12:26 (Obln OTKPLIT 9 MUHYT),

3aTpOHYTbIE NPUNOK... 3aTpoHYTbie CEPBMUCDI 3aTpoHyTans MH(pPACT... ®
E . 1 " A% DAVIS

nNpoaHanu3nposaHosd £075776603aBUCHMMOCTH

AHanu3 BNuaHua Ha busHec

AH3NW3 BCEX 3ATPOHYTHIX CEPBMCHLIX BbIZOBOE ¥ PEANbHBIX NONB30BATENEN, 32TPOHYTHIX NPOGAEMON, NOKAZLIBAET CNEZYIOLIEE NOTEHUKANbHOE

OcHoBHas npu4nHa

OCHOBLIBAACH Ha KOPPENALNM BPEMEHN ¥ aHANWM3E BCEX TPAH3AKLWIA, B KOTOPBIX MCMOMB3YIOTCA 3TH KOMMNOHEHT!, ¥ STOM NPOBNEMbl £CTh CIEAYIOW AR
BOS[ENCTBME. OCHOBHaR NPU4KHA
0,8 2 02k P\ 71.2mil MVNOProcessingFacade
Mons3cearenen ‘ 3aTpoHyTbie BeS-cepaao
OTCREXMEANOCH CePENCHBIE BbIZ0BLI

3aTPOHYTHIE MPHNTHKEHNA

®
1
;
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OBHapyXeHs! aHoManui METPUKN

"‘-;OC\WC’TEKT& NCK32STENW, KOTDPRIE NOKSSLIBANT HERODMANLHOS WU Heolborsmne nossneHue

Bpems oteera cepeepa
3aTpOoHYTHiIE MODHABHLIE NPUNOXEHKS

+ 60T me
Now
8 188k Mepan
== = (100 % SaTpOHYTHIL) 3aTPoHYTHIE NONLIOSETENN

SwipeToRerresn (100 % 2aTpOHYTHIK)
Touch on ConstraintLayout (99 % 3aTPOHYTHINH)

AHANUSMPOBATH METPHUECKHE SHOMITTHN

3aTpoHYTHIE CEPBUCHI TOYKM EX0Q3

w81 71.2mil

/

Dynamic web reguests (100 % SaTPOHYTLUL) *
Resource requests (100 % 3aTPOHYTLIH)

POHYTHIE CEDSHCHDIC BbiZCEL

l'lyrb BU3YanbHOro paspeLuesHia

Lenk-ira, UToBsl YaRaTs, KaK Msl 3T0 855

A [Mokasats G
MenbLIe

1 3aTPOHYTLIV CEPBUC

23.6+ KONW4ECTBC 3anpocoB & MUHYTY

4
==




LLeAb: NoBbICUTb 3P DEKTUBHOCTb KOAA-LLEHTPOB

CocTrosiHue npunoxe... 300pOBbLE XOCTa CocrosiHue cinyx0Obl CocrtosiHue 6a3bl JaHHbIX CeTteBble METPUKU
&& o0 519 116
20000000 90000000 100 :
0000000 20000000
2060600 90060080
0000000 AAAAAAL l
0000000 UL N |
‘ sscecee ¢ssesse ]
AN N
/4 Bce B nopaaxe 54 Bce B nopagxe 58 1 ‘ : 3

O6palleHus B KONn-ueHTp

369

N 100

14:35 15:00 1515 15:30 15:45 16:00 16715 16:30

OOHAPYXMB NPpodAeMy AO TOroO,
KOK OHA MOBAUSIET HA KAMEHTOB



QdoheKTbl

OT BHEAPEHMUA

TexHoAorun APM
U HOOAIOAQEMOCTH

OnTumusauma onepauMoHHOM
AEATENIbHOCTU 3a CYET COKpaLleHUA
BPEeMeHM Ha KJ1loueBbie onepauuu

@

CokpalueHue BpeMeHU NpPocToA
KitoyeBbIx IT-cepsucos

@

YMeHbLIeHue BpeMeHU TeCTUPOBaHuA,
cHuxXeHue time to market

@

CHM)KeHue Harpysku Ha cConpoBoXXaeHue
(ymeHbluaeTcA Ko-Bo o6pallueHuit u oTpaboTaHHbIX
yacoB B rof, COTpyAHUKaMM)

50%



ABTOMaTM4YECKW NPOaHaNM3upyeT U NoOKaXkeT B LU poBble

P ecyp C H O - C e p B M C H qﬂ MOAeAb 3/IeMeHTbl Ballel CUCTEMbI, UX B3aUMOCBA3b U Ka4eCcTBO paboThbl.

O Applications
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o2 Data centers G



ABTOMaTU4YECKMU BbiCTpauBaeT 3anpocChbl B BuAe nocrsieno-

C KBO3 H oe OTCAeXM Bq H M e 30 n poc o B BaTe/IbHOM LieNno4Ku Bbi30BOB C AeTanin3auuen Ha YPOBHE Koaa

=— '/easytravel/rest/validate-creditcard’ Trace

Start time: 2022 October 3117:46:12 What's new?

View logs for this trace ‘ Refine analysis ]B

1.165 Response time Execution breakdown Request attributes

1.16s Processing time 92 % Other ClientIP: 34.179.61173 sessionid: easytravel-... yPOBeHb Kopga
679 % CPU ]
0.96 % Network 1/0 NMonHoe AepeBo BbI3OBOB

Search name, URL, SQL, attribute...

Jeasytravel/rest/validate-creditcard
v /

EasyTravel\Webserver3079 validateCreditCard B Z‘ ’L
o ol validateCreditCard /
X EasytravelService Summary Timing Threads Code level Logs

G /services/BookingService

nginxForCustomerFrontend O, Search name, url, sql, attribute,...

/services/BookingService Elapsed Self time Duration Actions
e EasyTravelBackend\Webserver:8091 -
v 16 stack frames expand
o g@ checkCrEditCard
~~ BookingService doFilter

L o ) ~ el e e +111 ms 359 ps | 116 s I wee

& SocketNativeApplication.sendAndReceive EasyTravel | com.dynatrace.easytravel.rest.services CspFilter

v X Credit Card Verification
v 15 stack frames expand
@ validateCreditCard
Y ® CreditCardValidation dispatch
v . B I hod.dispatch Resource)avaldet . +1.25 ms 117 ms 116 s I wee
SELECT ... FROM blocked_credit_cards WHERE pan="*****' ORDER B M Built-In JRE | com.sun. jersey.serverimpl.model. method.dispatch.ResourcelavalethodDispat
o DBY
v 10 stack frames expand

send +193 ms 303 ps 1765  E—

v a . M ~
M Built-In Apache | org.apache. axis2.description.QutlnAxisOperationClient
v 6 stack frames expand

., ExecuteMethod ‘ S 201ms 272 ms 1165  EE—



OTCcAeXUBAHME NMOAb3OBATEAS B PEXUME PEAAbHOITO BPEMEHM

10s
Session duration

® eduard
Real user identifier

0 Windows 10

Actions with errors Operating system

Delray Beach, United States 2 2001:1800:ffff:c8c9:a82f:2...
Geo location ° IP address

2 Applications accessed: www.weather.easytravel.com, www.easytravel.com

1Session property Customer Status: Platinum

Y Filter by | Application: www.easytravel.com X

Analysis

Timeline | Session Replay

User
identifier

XHR actions

Load actions I

@ Load actions @ Other avents

Events and actions

Time » Type
16:23:10 Load
16:23:10 Page change

1s 2s 3s

Filtered out user action or event

Events and Actions

Loading of page /

Web application E& Satisfying
Applications type User experience score
1600 x 900 @ Chrome 101
Screen resolution Browser

(«r)) Southwest Cyberport
IsP

Clear all

4s 5s 6s 7s 8s 9s 0s s
Duration Conversion Errors and annoyances Apdex rating Details
477s - Tolerable v



UHdbopmauus 06 yCTpoUcTBe U COCTOSSHMMU 3Anpoca

User action analysis

for searchjourney

Selected execution: Today, 17:43:59

e 041s

Duration

Battery level

Free memory
Connection type
Screen orientation
Network technology
Carrier

v searchjourney
SoapdCall_findJourneys

v Network Requests

/journeys

0 Reported error 0 Reported value

Reported errors

Time a Name

PN Bl O R N IO

407 ms

333 ms

90 ms

S0 ms

Frustrated
Apdex

25%

9.01 MiB
NiFi

Portrait

4G

AT&T

Error value

CocToAHMe ycTpoMCcTBa HA MOMEHT

BbiNOoJIHEHUA onepauun

F Samsung SM-G950FZ...

Device

CPU

IP address

ISP

Screen resolution
User language

Rooted / jailbroken

Android 8.0 Oreo
Operating system

armv7
71.211.26.63
CenturyLink
430 X 800
en_US

no

¢

Alaska, United States
Geo location

3anpocbl Ha Backend v owun6ku

Analyze user action




MOHUTOPUHI COOBBbITUU B AOT-chAUAAX

MUcTouyHUK AaHHbIX  YpoBeHb NOrupoBaHuUA BbiABneHHbIe COObITUA
Logs
O] Search attributes.. 4 98.9mil results found
@ |Statistics are estimated on 1/256 of your data 4mil
> ffavorites
2mil
T [ |I|IIIIII|I|||II|||I|I|I|IIIII|I|I||||I 1
' Main 0
22:00 24.Oct 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00
vV loglevel
D none ] ill none info Il wam Il error
D info 30.6mil [ Format table | I Actions I

[ ] debug 7.53mil ‘
timestamp * status content

D error 123mil

D - K 2022-10-24 20:48:37 INFO 2022-10-24 10:46:00 WebLaunche DEBUG [Simulator] OpenKit ET Mobile Scenario: visitcount: 20354
notice 71.4]
2022-10-24 20:48:35 INFO 2022-10-24 10:45:58 WebLaunche DEBUG [Simulator] Headless Customer Scenario: visitcount: 39395
D warn 60.2k 2022-10-24 10:45:58 WebLaunche INFO [HeadlessVisitRunnable] [187.155.37.233] All objects currently active - visit will be ignored [Pool exhausted] java.ut
2022-10-24 20:43:35 INFO i1l.NoSuchElementException: Pool exhausted at org.apache.commons.pool.impl.GenericObjectPool.borrowObject(GenericObjectPool.java:1110) at com.dynatrace.dia
D severe 819k gnostics.uemload.headless.DriverEntryPool.getDriverEntry(DriverEntryPool.java:75) at com.dynatrace.diagnostics.uemload.headless.HeadlessVisitRunnable. run..
2022-10-24 10:45:58 WebLaunche ERROR [HeadlessVisitRunnable] DriverEntry shutDown. [com.dynatrace.diagnostics.uemload.headless.DriverEntry@1bc02db useCn
v log source 2022-10-24 20:48:35  ERROR t: [10] drv: [ChromeDriver: chrome on WINDOWS (6748b53a3ea63681c88446ca%e981b343) http://localhost:25944] proxy: [org.littleshoot.proxy.impl.DefaultHttpPro
D /var/log/pods/hipster-feds_c...  11.5mil xyServer@128ael86 /127.0.0.1:60826] chrome_driver: [http://localhost:25944] debug port: [60830] ip: [155.231.68.217] healthy: [true]]
2022-10-24 10:45:58 WebLaunche INFO [DriverEntryFactory] Driver being destroyed: com.dynatrace.diagnostics.uemload.headless.DriverEntry@2lbc02db useCnt:
l:] /var/vcap/store/mysql_audit... 10.8mil 2022-10-24 20:48:35 INFO [10] drv: [ChromeDriver: chrome on WINDOWS (6743b53aea63681c88446ca92981b343) http://localhost:25944] proxy: [org.littleshoot.proxy.impl.DefaultHttpProxys
) ) erver@l28ael86 /127.0.0.1:60826] chrome_driver: [http://localhost:25944] debug port: [60830] ip: [155.231.68.217] healthy: [true]
D /var/log/pods/hipster-feds f...  10.5mil 2022-10-24 10:45:58 WebLaunche DEBUG [DriverEntryFactory] validateObject: com.dynatrace.diagnostics.uemload.headless.DriverEntry@21bc02db useCnt: [10] dr
I:I var/log/syslo 2.81mil 2022-10-24 20:48:35 INFO v: [ChromeDriver: chrome on WINDOWS (6748b53a2a63681c88446ca%e981b343) http://localhost:25944] proxy: [org.littleshoot.proxy.impl.DefaultHttpProxyServer@l
vl . 283el86 /127.0.0.1:60826] chrome_driver: [http://localhost:25944] debug port: [60830] ip: [155.231.68.217] healthy: [true]
-api i i 2022-10-24 10:45:58 HeadlessVisitR e] fini ing visi .231.68.217 iver: i
D /var/log/kube-apiserver/audi... 813mil 2022-10-24 20:48:35 INFO 2323318323)10 5:58 WebLaunche DEBUG [HeadlessVisitRunnable] finished closing visit 155.231.68.217 ChromeDriver: chrome on WINDOWS (6748b53aeab3681c88446¢
D fvar/log/pods/hipster-feds.c...  757mil 2022-10-24 20:48:23 NONE Received connection from 172.31.15.236
l:] /var/log/pods/unguard_ungu... 3.43mil 2022-10-24 20:48:28 NONE Handled data, returning: Valid - Credit Card number was verified successfully.
I:' fvar/log/pods/hipster-feds_c.. 2.38mil 2022-10-24 20:43:28 NONE Handled data, returning: Valid - Credit Card number was verified successfully.
Found tag: FW4;-452096422;1;-1336768186;1033890;0;-1607636704;280;756¢;2h05;3hb24b1fag;4h0e238¢c;5h01;6h411e498e9Td48e4673522077de2cda27; 7ThbSa60cfdfa4e8736,
" . . 2022-10-24 20:43:28 NONE _
D /var/log/pods/online-boutiqu...  1.9mil GLE=0.
) : 2022-10-24 20:48:28 NONE waiting for a connection
[ ] /var/log/pods/hipster-feds_s...  1.52mil .
2022-10-24 20:48:28  NONE =~ ======meemmemeemee-an



AHaAu3 busHec nmnakTa npodbaem ¢ UT-cepsucom

3aTpoOHYyTble KOMMOHEHTbI BnuAHne Ha 6usHec Bu3Hec meTpuku KopHeBble NpuyYuHbI

Problems Problem P-22103914

’a,s 2 applications: Multiple application problems

> Problem P-22103914 detected at 18:00 (open for 11 minutes).

Affected applications Affected services Affected infrastructure 385 Affected SLOs A DAVIS ®
4 1 - 4 V4 analyzed dependencies
across 18,941 menitored entities
Business impact analysis Root cause
Davis observed the following number of service calls and affected real users durin'roblem timeframe. Based on time correlation and analysis of all transactions that use these components, this issue has the following root cause

EasytravelService

.%g 163 /540 A 274k Web service
affected users ‘ affected service calls I
Affected applications 2 Failure rate increase events
Service EasytravelService has failure rate increase
www.angular.easytravel.com 99
feasytravel/rest/validate-c_.. (100 % affected) observed users Events on:
See user sessions sample Service EasytravelService
T
Affected mobile apps —, ) : )
o - _A Understand which requests fail and the underlying root causes and errors. Analyze failure rate degradation
[ easyTravel Mobile 112 7141 ne
bookJourney (100 % affected) affected users o
performSearch (94 % affected) See user sessions sample I
Metric anomalies detected
Review the metrics which show abnormal or outlying behavior.

Affected entry point services

&~ EasyTravelWebserver:9079 274k
feasytravel/rest/bookings-... (100 % affected) affected service calls
feasytravel/rest/locations (100 % affected) See service flow
Jeasytravel/rest/validate-c_.. (100 % affected) ° Visual resolution path

LAL AN Click to see how we figured this out.

A Show less 2




600+ ]

NOAAEPXXMBAEMbIX *”
TexXHOAOrumn

MonHbIN cnucok
https://www.dynatrace.com/hub/


https://www.dynatrace.com/hub/

Bce MHCTPYMEHTbl B OAHOU NAaTdopMme

3abynbTe NPo OrpOMHOE KOMMYECTBO MHCTPYMEHTOB U NOTPaYeHHoe BpeMsA Ha nx BHeapeHue. Dynatrace — aTo
aBTOMaTM3NpPOBaHHanA nnaTgopMa, rae MHOXECTBO MHCTPYMEHTOB paboTatoT B CBA3KE C NMOMOLLLIO €ANHOWN HEPOCETM.

MoHuTOpUHI
UHPACTPYKTYPbI

Mpo3payHocTb
rmépuaHoro
obnaka

Bbloenexve
npo6aemMHoro
yyactka

AHanu3 cepBepos,
KOHTeWHepoB,
POD-cuctem, cetn

D

Mpuno>xeHnsa n
MUKPOCEPBUCHI

TpaccupoBka
pacnpefeneHHbIX
rmbépuaHbIX 061akos

ABTOMaTNYECKOE
onpegeneHne KopHeBomn
NPUYMHBI NPo6eMbl
Ha ypoBHe Koja

Mpoun3BoanTensHOCTL U
[OCTYMHOCTb PpOHTa U
69ka

BesonacHoOCTb
221 MpUIOXKEeHUN

OHnaiiH onpegeneHvie
YA3BUMOCTU CUCTEMbI

AHanus ypoBHaA
6e3onacHocTn

ABTOMaTU3aumA
DevSecOps

4 LuncdpoBoi
onbiT (DEM)

AHann3 MobunbHbIX

1 Beb nonb3oBaTtenen,

a Tak xe API

OhheKTUBHOCTb
MapKeTUHIOBbIX
cTparervmn

MosToOpSI
noNb30BaTeNbCKNX
ceccui

BusHec
° AHanutunka

MoHuTOpUHr 613HEC
onepauuin

MMnakT 1 KoHBepcuA

BizDevOps
nHTEerpauma un
aBToMaTn3auua

CS. O6nayHana

aBTOMaTUu3auuA

KoppekTupoBska
obpaTHoN cBA3N

AHanus
KayecTBa [OCTaBKU
nonb3oBaTenAm
cepsuca u3 obnaka

DevOps, SRE,
YKN3HEHHbBIN LMK



KOMMNOHEHTbI AMLLEH3UPOBAHMUS

OcHOBHOM
KOMMOHEHT

JlvueHsnpoBaHue

NPOn3BOANTCA MO 06 BEMY
onepaTtmBHoi namaTtn (O3Y)

XocTa

1 XoCT 1oHMT
=166 O3Y

CUHTETUYECKMNIA MOHUTOPWHT:

HTTP monitor —

Mo KOMMYECTBY NPOBEPOK;
Browser click path — no
KONMYECTBY OENCTBUN

MoHuTOpUHr
nonb3oBaTeNbCKOro
onbiTa

MOHUTOPUHI 3anNpocoB
nonb3oBaTenen,
noBeAeH4YecKnin aHanns
paboTbl NoNb30oBaTENEN,
aHanus Business impact
METPUK NPON3BOANTENBHOCTU
CUCTEMBI, B T.4.
CUHTETUYECKUIA MOHUTOPUHT

JInueHauna paccunTbiBaeTcA
Mo KOJIMYECTBY YHUKANbHbIX
BM3WNTOB NONb30BaTESEN B FOA

Jlor aHaNUTUK

Bo3MOXXHOCTb
npocMaTpuBaThb JIor-
channbl, XXypHansbl,
3ajaBaTb NaTTEpPHbI
OLWNBOK 1 COBLITUI

JInueHauna paccunTbiBaeTcA
no o6bemy obpabaTbiBaeMbIxX
NOroB B A€Hb

OononHutesibHble KOMMOHEHTbI

Mpuem gaHHbIX
M aHanuTuKa

Bo3MOXXHOCTb nosny4yaTb
YHVKarnbHble timeseries
METPUKN C BHELUHUX
YCTPOMCTB Ha cepBep
Kntou-Actpom Yepes API

JlnueHauna paccunTbiBaeTcA
Ha Kakable 500 yHUKanbHbIX
MEeTPUK
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